ThaiLao2020 - Installation Notes

The Thailao2020 app has been digitally signed using a private certificate, and one or both the
following special steps may be needed to allow it to be installed and used on Windows, to work
around the (necessary) malware protection that will otherwise block its use.

Add the digital certificate to your computers Trusted Root Certificate store

1. Download ThaiLao2020.zip then extract all the files contained to a
new folder. The contents in File Explorer will be as shown here:

Mame
Application Files
2. Using File Explorer, right-click setup.exe and click Properties and
then select the Digital Signatures tab to confirm that the app has
been signed by Felix\John.

L*“ setup.exe
2k Thailao2020.vsto

& setup.exe Properties >
Security Details Previous Versions
General Compatibility Digital Signatures
Signature list

Mame of signer: Digest algorthm Timestamp

Mot available

Details

3. Click the Details button. You will then see:

Digital Signature Details ? >

General  advanced

—_. Digital Signature Information

A certificate chain processed, but terminated in a root
certificate which is not trusted by the trust provider,

Signer information

Mame: |Feix\]om
Email: INnt available
Signing time: Mot available

View Certificate

4. Click View Certificate.



The certificate information will then be displayed as:

@i Certificate >

General Details  Certification Path

@ﬁ Certificate Information

This CA Root certificate is not trusted. To enable trust,
install this certificate in the Trusted Root Certification
Authorities store.

Issued to:  Felix'John

Issued by: Felix'John

Valid from 3/08/2020 to 4/08/2021

Install Certifiate... | | Issuer Statement

5. Click Install Certificate to start the Certificate Import Wizard.



The Certificate Import Wizard will display a welcome screen:

=% Certificate Import Wizard

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation
lists from your disk to a certificate store.

A certificate, which is issued by a certification autharity, is a confirmation of your identity
and contains information used to protect data or to establish secure network
connections, A certificate store is the system area where certificates are kept.

Store Location

To continue, dick Mext,

Mext Cancel

6. Accept Current User as Store Location and click Next.



The Wizard will then prompt you to select the store for the certioficate being added:

€ ¢ Certificate Import Wizard

Certificate Store

Certificate stores are system areas where certificates are kept,

Windows can automatically select a certificate store, or you can spedfy a location for
the certificate.

() Automatically select the certificate store based on the type of certificate

(®) Flace all certificates in the following store!

Certificate store:

| Browse...

Mext Cancel

7. Select Place all certificates in the following store and click Browse...

Select Certificate Store *

Select the certificate store you want to use,

o~ | Personal ”
Trusted oot Certification Authorities

.. Enterprige Trust
i 7| Intermediate Certification Authorities

i 7| Trusted Publishers
Ll Hintrieted Cartifirates

[ ]show physical stores

8. Select Trusted Root Certification Authorities and press OK, then click Next on the Wizard form.



The final page of the Wizard form will then be displayed:

& ¢ Certificate Import Wizard

Completing the Certificate Import Wizard

The certificate will be imported after you dick Finish,

You have specified the following settings:
0= o= g =gl = s A== Trusted Root Certification Authorities
Content Certificate

Finish Cancel

9. Click Finish to continue.



A further Security warning will be shown, requesting confirmation to install the certificate. You must
click Yes to install the certificate:

Security Warning

You are about to install a certificate from a certification
! authority (CA) claiming to represent:

Feliz'John

Windows cannot validate that the certificate is actually from
“Felix’John”, You should confirm its origin by contacting
“Feliz®John”, The following number will assist you in this
process:

Thumbprint (shal): E4148640 ET30F14D 43A9B3C5 AT14D025
2B1FEATC

Warning:

If you install this root certificate, Windows will automatically
trust any certificate issued by this CA, Installing a certificate
with an unconfirmed thumbprint is a security risk. If you click
“Yes” you acknowledge this risk.

Do you want to install this certificate?

10. Click Yes to install the certificate as a root certificate.

You should then see the following confirmation notification:

Certificate Import Wizard >

o The import was successful,

Warning: This procedure overrides the protection against malware being installed from internet
files and should not be used with other downloaded apps unless you are sure that the source is
reliable.




Installing the app
Run setup.exe to install the app.

If you are using Windows 10 with Microsoft
Defender (the default antivirus app), you will
probably see the following dialog:

If so, click More info.

This will then display file information and an
option to run the installer anyway:

Click Run anyway.

Note: If you have any other antivirus app, you will
need to use a different method for allowing the
installer to execute, according to the antivirus app
being used.




The Office Customization Installer notification will then be shown:

Microsaft Office Customization Installer

Publisher cannot be verified ﬁﬁf

Are you sure you want to install this customization? J ey

Mame: Thail aod020

file:///C:/ Users/John/AppData/Local/Temp/Temp1_thailac2020
(2).zip/ThaiLao2020.vsto

Publisher: Unknown Publisher

From:

While Office customizations can be useful, they can potentially hamm your computer. If you
do not trust the source, do not install this software. More Information...

Install Don't Install

Click Install and you should then se confirmation that the Add-In has been installed:

Microsoft Office Customization Installer
The Microsoft Office customization was successfully installed. %}’

Mame: ThailacZ020

From: filet/ ST/ Users/Jehn/AppData/Local Temp/Temp1 _thailac2020
" (2).zip/Thailac2020.vsto

Close

Restart Word to see the THAI-LAO ribbon:

T L (] & O ©
Check Translate  Thai-Lao Translation About  User

Thai tolao  Dictionary Settings Thai-Lao Guide
Translation Reference

and start using Thai to Lao Translation!

Footnote

These complex instructions are needed to work around the security that prevents unwanted malware
from being installed. Using a Public Certificate (from a recognized Certification Authority) to sign the
app would avoid the need for such a complex process, but the cost of getting a public certificate will
only be warranted if a significant number of users are likely to download and use the app.



